KAK HE CTATb YXEPTBOM

OULLUUHTA

®duwwmHr (anrn. phishing) — Bua uHTepHeT-
MOLUEHHMYecTBa AN MNONyYeHUs JocTyna K
KOHUAEHUMANbHBIM [aHHbIM MoJib30BaTeseil —
normHamMm u naponsm. 3To AOoCTUraeTca nyTem
NnpoBeAeHUsT MacCOBbIX pPacCbiIOK 3/IEKTPOHHbIX
nMcemM oT MMEHM MNOMyNsApHbIX 6peHAoB, a Takxe
NNYHBIX  coobLieHuUn BHYTpU pPa3nnNyYHbIX
CEpPBUCOB, HanpuMmep OT WMeHU 6aHKOB WU
BHYTPU couManbHbIX CETEN.

BHUMaTeNnbHO npoeepaThb
CCbUIKY, N0 KOTOpoOiA cobmpaeTecb
KJIVKHYTb: He TrepenyTaHbl N
6yKBbI B Ha3BaHUM calTa.

1<y

Mepea TemM Kak BBOAUTL JIOTUH U
naposiib, HY)XHO  TNpPOBEpPUTH,
3alyMLLEHO 1N COeAMHEHMe.
Mpedukc https = 6esonacHoe.

[a)ke ecnu NNCbMO CO CCbIIKOW
npuwio oT Ny4llero Apyra, ero
Moriv o6MaHyTb UM B3/1IOMaThb.
BeauTe ce6s1 OCTOPOXKHO.

CREDENTIALS

3avacTyto panbLuMBbIE TUCBMa U
danbwMBbIE caiiTbl BO BCEM
NOBTOPSAIOT AN3AIAH HACTOALLUX.

BmecTto Toro 4yto6bl KAMKaTb No
CCbl/IKe, crneayeT BBeCTU ajgpec
BPYUYHYIO B HOBOM OKHe
6paysepa.

He 3axoamTe B OHNaliH-6aHKU
yepes oTKpbIiTble Wi-Fi-cetTm B
kade. Ncnonb3ayiiTe MO6GUIbHBIV
MHTepHeT.

O6Hapy>XmB $ULLMHIOBYIO ornepauuio, Heo6XoAMMO COO6LNTL O Hell B 6aHK
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noAaAep>KKU CoLCeTU U T.A4,.

(ecnnn nucemo npuwio ot MMEeHU ¢vu-|a|-|cosoro Y‘-IPE)KAEHMH) win B Cﬂy)KGy

OTAEN LN®POBOI0 PA3BUTUA NPEABAPUTE/IBHOIO C/IEACTBUSA YCK PECNYB/INKN BEJTAPYCb MO FOME/IbCKOW OBJIACTU



KAK HE CTATb YXEPTBOM
BULUUHIA

BuwuMHr (ronocoBoii ¢unLumMHr - voice fishing) —
OAVH n3 MeTo/0B MOLLIeHHNYecTBa C
ncrnosb3oBaHNEM coumnanbHoOMn NHXXeHepun.
3M10yMbILLJIEHHUKU UrparT poJib  COTPYAHUKOB
6aHKa, nokynaTtenew v noj pasHbiMu npeaioramMmu
BbIMaHMBaKwT y AepxxaTtens KapThbl
KoHbUuAeHUManbHy0 MHbopMaLUto (PeKBU3UTHI,
Homep nacnopTta, CMC-kogbl) U CTUMYIUPYIOT K
CoBepLUEeHUIO onpejeneHHbIX AeVCTBUNA.

Q Bam no3sBoHM/N "U3 6aHKa" c HEeM3BECTHOro Homepa:

v/ He ToponuTtechb cfieloBaTb MHCTPYKLINAM

v He C006U.l,al>'ITe nepcoHasibHble AaHHble HEW3BECTHbIM JIMUaM, AaXe eC/in OHU
npeacrTaB/iIAOTCA COTPYAHNKaAMWN 6aHKa

v npoBepbTe UHbOPMaLMIO, MO3BOHUB B KOHTaKTHbIV LIeHTp 6aHKa

v/ He3amepnunTesibHO 06paTVITECb B NPaBOOXPaHUTEJIbHbIE€ OPraHbl

e_0
aéa [lpocb6a 0 nomoLum 6AM3KOMY: ! 3anogo3pvunu npogasua:
© He BnapgaiiTe B NaHUKy, He TOpOMNUTECh © Heobx0aMMO OCTaBaTbCA 6AUTENBHBIM,
npeanpuHUMaTb AeACTBUSA He NPUHMMaTb MOCNeLUHbIX peLleHUNA N
0TKa3aTbCA OT MOKYMKMN
O npepBuTe pasroBop U Mepe3BOHUTE y
poAHbIM O Hukorga He nepeBoguTe  AeHbIN
He3HakoMbiM /OAAM B KayecTse
npegonnaTthl

OTAEN LN®POBOI0 PA3BUTUA NPEABAPUTE/IBHOIO CNEACTBUSA YCK PECMYB/IVKU BEJTAPYCb MO TOMEJ/IbCKOW OBJIACTU



KTO TAKME «1POINbi», U KAK HE CTATDb
COYHACTHUKOM NPECTYNNEHUA

Mpn coBepleHUN  XULEHUIA NyTeM  MOLUeHHWYecCTBa,
3/I0YMbILWIEHHUKN AN BbIBOAA TMOXULUEHHBLIX JeHeXHbIX
cpeacTB NpuberardT K NMOMOLUM TPETbUX JIUL, — «APONOBY».
Mmun 3auactyro craHoBsatca MOAPOCTKU W CTYAEHTHI,
Haweawmne o6bABAeHUS O nogobHOM “3apaboTke”. 3a
Hebonblloe BO3HarpaxxgeHme OHU OTKPbLIBAlOT Ha CBoe UMSA
6aHKOBCKME cuyeTa U nepejarwT PeKBU3UTbI HE3HAKOMbIM
avugam.

OTBETCTBEHHOCTb:

Mo ct. 12.35 KoAll Pb npegycmoTpeHo HakasaHue oT wTpada (Ao 50 6asoBbiX Be/IMHMH) A0
aAMMHUCTPaTUBHOIO apecTa.

3a pacnpocTpaHeHMe Wn3 KOPbLICTHbIX MOBYXKAEHU UYXUX pekBusnToB (cT. 222 YK PB)
npeAycMoTpeHo HakasaHue go 10 neT nuweHnsa ceo6opabl co WiTpadpom.

KATErOPUYECKMU 3ANPELLAETCS:

nepegasaTb KOMY-n16o Koabl,
€ noctynalowme n3 6aHKOB, OMNepaToOpoB
COTOBOW CBA3U

nepepgaeaTtb nacnopTHbie AdHHble
== He3HaKOoMbIM nnuam

E npegocTaBnATb Komy-nwﬁo goctyn K ﬁ) cornawlartbcs CHUMAaTb AeHbrn B
CBOMM 6aHKOBCKUM cUeTam s 6aHKOMaTe ANs KOro-To

= nepegaBaTb KOMY-M60 CBOK KapTy U ee ¢ Ccornawartbcsi MNepeBecTU JeHbrM Mo
pPeKBU3NTDI “= npocb6e He3HaKOMBbIX /LY

OTKpbIBATb 6aHKOBCKME cyeTa no npOCbGe

‘Q coo6laTb KOMY-IM60 pAaHHble CcBoei &
= TpeTbuX UL,

6aHKOBCKOI KapTbl

OTAEN LN®POBOI0 PA3BUTUA NPEABAPUTE/IBHOIO CNEACTBUSA YCK PECMYB/IVKU BEJTAPYCb MO TOMEJ/IbCKOW OBJIACTU



KAK HE CTATb YXEPTBOM
MHTEPHET-MOLWEHHUKOB

MNP ONJNIATE TOBAPOB B MHTEPHETE:

MokynaTb Bewm B MHTepHeTe yA06Ho. MNpn 3ToM Hajo ‘
cTporo cobnoaaTtb 6a3oBble nNpasuia 6e3onacHoOCcTH, L )

1234 5678 9010

4yTO6blI BalIU A€HbI'M HEe nonajanm B PYKUN K }
3/10yMbILLUNEHHWKaM.

MepeBoaUTe Ha yKa3aHHYIO KapTy
E Wcnonb3yiite pAana nnatexen n TOYHYI0 CYMMY  AeHEeXHbIX
oTAeNbHYIo KapTy. cpeacTB, KoTopas Heo6xoauMma

BaM A/1A onnaThbl.

|1POVI3BOAVITG ornJiaty TOJiIbKO C

YyCTpOWCTB (HoyT6yKOB, He wucnonb3yiite ana pacyetoB
® -
e MOGUBbHbBIX Tene¢poHoB), &‘Q YCTPOMCTBO, K KOTOPOMY MMEIOT
3alUMLLEHHBIX  aHTUBUPYCHBIM AocTyn 6osiee oHOro YesoBeKa.
no*.

B HacTpolikax WCMosb3yeMoro

6paysepa HY)XHO  3anpeTuUTb Mocne  3aBeplueHMs ceaHca
:a CcoXpaHeHWe JIOTUHOB, Naposiei n [—) onsiaTbl pPeKOMeHAyeTCA BbIATU

KOH$UAeHLUanbHomn n3 6paysepa.

nHopmaumn.

\Qz Mpwn pa6oTe Ha yCTpPoONCTBE, C KOTOPOro NPOU3BOAUTCA ONJlaTa, HA B KOEM
& c/yyae He nepexoanTe No COMHUTENIbHbIM CCbIZIKaM.

*AHTUBUPYC [OJ/KEH 6biTb BK/IIOYEH, AHTUBUPYCHble 6a3bl v MpPorpaMMa - O6HOB/ATLCS, C/IEAYET PeryssipHO
MPoBOAUTE AHTUBUPYCHOE CKaAHUPOBAaHUE.

OTAEN LN®POBOI0 PA3BUTUA NPEABAPUTE/IBHOIO CNEACTBUSA YCK PECMYB/IVKU BEJTAPYCb MO TOMEJ/IbCKOW OBJIACTU



